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Myspace Blog


May 31, 2016

You may have heard reports recently about a security incident involving Myspace. We would like to make sure you have the facts about what happened, what information was involved and the steps we are taking to protect your information.

What Happened?


Shortly before the Memorial Day weekend (late May 2016), we became aware that stolen Myspace user login data was being made available in an online hacker forum. The data stolen included user login data from a portion of accounts that were created prior to June 11, 2013 on the old Myspace platform.


We believe the data breach is attributed to Russian Cyberhacker ‘Peace.’ This same individual is responsible for other recent criminal attacks such as those on LinkedIn and Tumblr, and has claimed on the paid hacker search engine LeakedSource that the data is from a past breach. This is an ongoing investigation, and we will share more information as it becomes available.

What Information Was Involved?


Email addresses, Myspace usernames, and Myspace passwords for the affected Myspace accounts created prior to June 11, 2013 on the old Myspace platform are at risk. As you know, Myspace does not collect, use or store any credit card information or user financial information of any kind. No user financial information was therefore involved in this incident; the only information exposed was users’ email address and Myspace username and password. 

What We Are Doing


In order to protect our users, we have invalidated all user passwords for the affected accounts created prior to June 11, 2013 on the old Myspace platform. These users returning to Myspace will be prompted to authenticate their account and to reset their password by following instructions at https://myspace.com/forgotpassword


Myspace is also using automated tools to attempt to identify and block any suspicious activity that might occur on Myspace accounts.

We have also reported the incident to law enforcement authorities and are cooperating to investigate and pursue this criminal act.

As part of the major site re-launch in the summer of 2013, Myspace took significant steps to strengthen account security. The compromised data is related to the period before those measures were implemented. We are currently utilizing advanced protocols including double salted hashes (random data that is used as an additional input to a one-way function that "hashes" a password or passphrase) to store passwords. Myspace has taken additional security steps in light of the recent report.

What You Can Do


We have several dedicated teams working diligently to ensure that the information our members entrust to Myspace remains secure. Importantly, if you use passwords that are the same or similar to your Myspace password on other online services, we recommend you set new passwords on those accounts immediately.


For More Information


If you have any questions, please feel free to contact our Data Security & Protection team at dsp_help@myspace-inc.com and regularly check our blog at https://myspace.com/pages/blog for any future updates related to this incident.
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	Sign in to Myspace

	
	Use Facebook, Twitter or your email to sign in.

	
	Don't have a Myspace account yet? No worries, joining is easy.
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	Don’t have an account? Joining is quick and easy.



	
	
		Join Myspace

		
		Getting in is easy. Use one of your social networks or start fresh with an email address.

		
		Already have a Myspace account? Sign in.
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		Join with your email address
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							Full Name
								
	?
	

	
	
		This is how you’ll be known on Myspace. Most people use their real name.
		
	




							
							
							

						


						
							Select Gender
								
	?
	

	
	
		This helps us keep people, musicians and brands searchable on Myspace.
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Female
Male
Unspecified


							

						

					

					
						
							Username
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		This is your profile URL. Pick one that's 25 characters or less and includes a letter. You can throw in numbers, dots and dashes, too.
		
	




							
							
							

						

						
							Password
								
	?
	

	
	
		Pick one that's hard-to-crack, only known by you, and at least 6 characters long.
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		Use this to log in to your account, receive notifications and get handy updates from us.
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		Please enter the account owner's birth date here.
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		Please enter your zip code here.
		
	




							
							
							

						

					

					
					

					
					
					
					
						
							

							

						

					

				

			

			
				
	
	I acknowledge that I have read and accept the Terms of Use
		Agreement and consent to the Privacy Policy and Video Privacy Policy.
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		You're almost ready...

		We loaded your account with your Facebook details. Help us with just a few more questions.

		You can always edit this or any other info in settings after joining.

	
	
		
			
				
					Facebook
				
				
					
						
							Username
								
	?
	

	
	
		This is your profile URL. We based it off your Facebook details. But you can pick one that's 25 characters or less and includes a letter. Numbers, dots and dashes are ok, too.
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	?
	

	
	
		This helps us keep people, musicians and brands searchable on Myspace.
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Male
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	?
	

	
	
		Use this to log in to your account, receive notifications and get handy updates from us.
		
	




							
							
							

						

						
							Password
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		Pick one that's hard-to-crack, only known by you, and at least 6 characters long.
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							 Connect me to Facebook friends and artists on Myspace
								
	?
	

	
	
		You may already know people on Myspace. If we find matches from your Facebook friends, we'll connect you to them right away.
		
	




							
						

						
							 Tell my friends about Myspace
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		Let your Facebook friends know you’re on Myspace with an update.
		
	




							
						

					

					

					
					
					
					
					
					
					
					
					
					
					
					

					
						
							

							

						

					

				

			

			
				
	
	I acknowledge that I have read and accept the Terms of Use
		Agreement and consent to the Privacy Policy and Video Privacy Policy.
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		You're almost ready...

		We loaded your account with your Twitter details. Help us with just a few more questions.

		You can always edit this or any other info in settings after joining.

	
	
		
			
				
					Twitter
				
				
					
						
							Username
								
	?
	

	
	
		This is your profile URL. We based it off your Twitter details. But you can pick one that's 25 characters or less and includes a letter. Numbers, dots and dashes are ok, too.
		
	




							
							
							

						

						
							Date of Birth
								
	?
	

	
	
		Please enter the account owner's birth date here.
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		This helps us keep people, musicians and brands searchable on Myspace.
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Male
Unspecified
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	?
	

	
	
		Use this to log in to your account, receive notifications and get handy updates from us.
		
	




							
							
							

						

						
							Password
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		Pick one that's hard-to-crack, only known by you, and at least 6 characters long.
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		Please enter your zip code here.
		
	




								
								
								

							

												
					


					
						
							 Connect me to people I follow on Twitter
								
	?
	

	
	
		You may already know people on Myspace. If we find matches from the people you follow on Twitter, we'll connect you to them right away.
		
	




							
						

						
							 Tell my followers about Myspace
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		Let your followers know you're on Myspace with a Tweet.
		
	




							
						

					

					

					
					
					
					
					
					
					
					
					

					
						
							

							

						

					

				

			

			
				
	
	I acknowledge that I have read and accept the Terms of Use
		Agreement and consent to the Privacy Policy and Video Privacy Policy.
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			Welcome to Myspace. Just start typing to find music.
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	Mixes


		Drop music and videos into the areas below
	
	
		
		
	
		
		
	


	
		

	


	
		
			This is your queue. Just start typing to find music.
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			Create a mix. Sign in to start building your own.
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		Connecting to your webcam.

		
			You may be prompted by your browser for permission.
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